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Hello.  I’m with Brian Smith, Chief Scientist of TippingPoint.  I thought I’d ask him, just how the threat landscape is evolving.  

Brian, thanks much for joining us.  What is your analysis of the threat landscape?  And how do you see it changing?  

Well in the early days of the threat landscape we saw a lot of vulnerabilities, a lot of attacks oriented around sort of the base levels of the operating systems,

or the operating system libraries and as the problems there got mined out those pieces of code became stable, so hackers and attackers moved up the stack.

they moved up into the application level.  We’re still seeing a fair number of those.  Although those are starting to get mined out.  

Where we’re really seeing them go now is even further up the stack into much more of the custom applications in the enterprise.  

And in particular if you look, something like 80% of the vulnerabilities we’ve seen these days are are based around SQL injection,

PHP in file include vulnerabilities, cross-site scripting, things like this.  The reason for that is that enterprises have been webifying their infrastructure, really.  

With that webification comes  a bunch of custom code.  The people writing that custom code, sometimes make mistakes.

Those lead to vulnerabilities.  But those vulnerabilities are isolated to just a few websites that are using that custom scripting, or that custom code.

So it’s not the vendor coming up with a patch for these.  It’s the person who developed the code and sometimes that person is moved on and someone else has to get their head around it.  

And so these are the things that the attackers are exploiting.   to typically take over websites either for direct financial gain or to recruit bot-armies.  

The bot-armies are then themselves used for financial gain through spamming or extortion against other websites, 

like threatening to bring down sporting events.

That’s a typical play, is that they’ll threaten to D-DoS a sporting event site unless they pay them a million dollars.  That’s a where the threat landscape is really going.  

You can think of it almost as an upside down triangle and it’s going towards the top of this really broad triangle with tens of thousands of applications up here.  

There aren’t going to be a lot of vendor patches, coming out for those things because there’s no vendor supporting this stuff.

And how can TippingPoint help its customers prioritize their threat mitigation policies and strategies?  

Well as soon as we realized that this was what was going on, we’ve really started moving our service offering.  

We continued towards more custom services offering the base DV service.  Digital Vaccine, 

that’s what we call our security vulnerability updates that cover the base level patches and those are coming at about 10 new updates a week.

But what we are also offering is a new service that’s going to be a more customized service to allow people to mitigate the vulnerabilities in the network.  

Think about it this way; they’ve got a bug in their program and its running on its website.  

While they are trying to repair the vulnerability, and going through test and deployment, for several months they are vulnerable,

they can deploy this custom patch out in the network almost immediately.   Usually we’re looking at about a 24 hour turnaround time on these things.  

It’s pretty compelling and that’s sort of the customization work we’re going towards there.  

Okay, so what’s motivating TippingPoint?  What’s driving the company on?  

What’s really driving it is a couple different things.  One is, we’ve always been a best of breed IPS vendor.

Companies have over the years, selected many best of breed vendors for different security needs this has led to almost an explosion in vendor relationships.

Customers are looking to consolidate around a few best of breed vendors and we realize that we’re in a unique position 

to be able to consolidate other security functions onto our platform and maintain our best of breed IPS. 

So for example things like next generation firewall, things like IP Reputation services.  We’ve been doing this all along.  

We’ve have peer to peer filtering on the product today, we have spyware filtering on the product today,

Voice over IP's, data protection, all these different kind of security areas. 

What’s driving the company is that consolidation of security functions onto a single platform.  

We’re building a single platform that’s able to do all of these functions.  In fact that’s really where we started out from.

Brian, how do you see TippingPoint fitting in to the security vendor landscape?  

Well if you peel the onion away from all the different individual target markets like firewall, IPS, web application firewall, anti-virus, DDoS devices, 

there’s a network security market and that network security market can be broken into three types of technologies that we use to solve it.

One is off-line technologies, things that sit off a tap, intrusion detection systems, network behavioural anomaly detectors. 

They take information but they’re not actually in-line enforcement pieces.  In the in-line market there are two basic technologies.  

There is web application, web-proxy or proxy-type technologies, mail gateways tend to fit into this, web application firewalls tend to fit into this.  

And then there is the stateful packet filtering market in this you can get a whole host of applications that follow that technology.  

TippingPoint’s technology is based on stateful packet filtering.  We’re building a platform that can consolidate lots and lots of stateful packet filtering type functions:

IP reputation services, DDoS attacks, intrusion prevention systems, firewalls, network access control.  

Building all these into a single platform that can be deployed as a single device that cracks open the packet once, applies security policy and in-line enforcement. 

We won’t go after, the off-line information providing market as much.  

Brian, TippingPoint has been very successful and over the last year alone you’ve won several awards.  Tell me, what do you think the company is doing right?

Well what we’ve done, is we’ve taken a very pragmatic approach to security.    

A lot of vendors and a lot of other products get wrapped around the axel around the corner-case or esoteric security issue.

And we try to focus on really the nuts and bolts that make security really pragmatic. From a pragmatic standpoint that means a couple different things.  

One is security issue be, as automatic as possible.  We want to automate the security function because this is what allows you to do more with fewer IT staff. 

Or the same number of IT staff and handle the ever increasing landscape of security problems. Part of that is pragmatic around just management automation.

You can have the best security product in the world from a security functioning standpoint.  

But if it cannot operate in-line as a network device it really doesn’t matter because its an information device.  If it can’t be deployed in-line, it can’t do it’s function.  

If its bringing down the network, all the arguments of security  go out the window because, its not able to be deployed.

So by focussing on stability, on performance as a network device, 

we really are one of the few vendors that can actually really be deployed in-line in most environments.  

And taking this really pragmatic approach is what, I think, we’ve done right.   Customers are very thankful for that.  

TippingPoint is primarily known for its intrusion prevention products.  But there’s a number of challenges coming up; faster wire space, 

100 Gigabit and of course threat landscape is evolving.  How are you going to face those challenges?

Right now we have products that can do 5 Gigabits per second.  And we have lab stuff that’s doing 10 Gigabits per second.  

The advantage we have is that this problem is inherently parallel.  

So if you think about that as essentially a brick, you can build a chassis with multiple blades in there that are each built out of these 5 Gig bricks, 10 Gig bricks.  

And you can get up to 50, 100 Gigabits fairly straight forwardly.  So there’s a straightforward solution to a lot of those problems.

And from a technology standpoint, in fact, the environment has never looked better.  

We’re using multi-core chip sets as a lot of the other people are building custom hardware and the chip vendors are making tremendous strides.  

They’re doubling capacity every 18 months or so at this point.  And going to lower power design which is allowing us to put even more chips into that chassis.

The problem itself is inherently parallel so we’ll be able to exploit the multi-core technology to get effect.  

The other aspect of these increased, these technological increases is it gives us more head-room, 

computational head-room in our devices to be able to consolidate more and more functions onto the device.  

And this speaks to the consolidation that I was talking about earlier of function.   

So that’s it from a technological direction.  The vendors that build custom hardware are going to be able to exploit these chipsets.  

The guys that build it off of generic pc hardware are going to have to deal with lower speeds.

The other aspect that we’re going, as business, to help our customers deal with the expanding threats are twofold:

one is new services around these more customized threats that we talked about earlier.  

And the second one is giving them greater integration with the other information devices around their IT environment.  

For example we can take, we’ll have products that can take input from vulnerability scanners.  

We can have products that take input from network access control devices and other devices.  

These devices will require input that gives you greater granularity of policy enforcement.   

And that policy enforcement and ability to control at a very granular level helps further automate the security process. 

So its the kind of a puzzle and there are multiple dimensions to this puzzle.  You really need to cover all the different dimensions of granularity enforcement,

ability to consolidate devices, ability to run at high speeds and run as a network device.  Once you put all the pieces of the puzzle together,

we think we can really automate a lot of the security functions in the network and solve just more security problems.  That’s where we’re going.  

Brian, thank you very much indeed for joining us.  

