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Hello, I am Seth Goldhammer the Product Line Director for Network Access Control Solutions 

at TippingPoint, the provider of IPS-secured networks.

Today I'm going to provide a short tutorial on Network Access Control, commonly known as an NAC.

Typically, customers face the challenge of understanding who is at the network perimeter.

As devices grow increasingly mobile, organizations can no longer rely on the precaution of domain authentication

and port segmentation because it's very easy for users to introduce malicious programs,

whether as a consequence of direct exploitive actions or benign users unknowingly carrying code.

Networks now need to build trust levels with edge devices to understand the eligibility of who is using the device 

and the risk-level of the device based on the software inventory.

Identity and posture compliance can then dictate the level of access to network resources a device can enjoy

in an effort to protect other trusted endpoints, and critical network assets and applications.

Research by Tipping Point and research group The InfoPro has found that the need to reduce the number of network vulnerabilities

is the leading driver behind NAC adoption, followed by the need to provide both network access to non-employees

and intelligence gathering reports for audits or troubleshooting. 

However, as many vendors have rushed into this promising space, customers have been frustrated by underperforming products,

by features not delivered as promised, and by required network changes and complexities. 

Customers need to be aware not only of their own priorities and requirements,

but also of how vendors’ solutions use their technologies to fulfill their requirements.

Customers can find adaptable solutions that can meet their needs effectively by avoiding solutions that have limited field exposure,

that demand network changes and upgrades rather than catering to existing network topologies, 

and that use network tricks or hacks around standard protocols.

To recognize the right type of network access control solution,

it is helpful for an organization to understand the organization priorities and individual security needs.

Each type of user and device requires a set of policies appropriate to it.

When, where, and what software inventory a device must remain compliant with will vary given the type of user and device.

A NAC solution will need to offer the flexibility to manage to both different types of external users, 

be they daily visitors or long term contractors, and internal users, from application-specific devices to users in various roles.

Network access control is not a single technology, but a combination of different technologies for authentication, 

posture assessment, and access enforcement.

The different priorities of an organization and network topologies can lead to different decisions

regarding the right set of technologies to fulfill the organizations specific requirements.

This matrix provides suggestions related to the priorities of network control and the types of users.

For many organizations, the types of devices and users will vary and therefore different technologies may be required in different areas of the network.

TippingPoint presents a NAC solution adept at handling a variety of user and device-types, network topologies, and organizational priorities.

Our highly scalable solution provides options at each key area of NAC:

Authentication, access enforcement, posture assessment, and reporting. 

The core of the product, the NAC Policy Server, scales to centrally manage these options for as many as 10K users in multiple locations. 

Users can be identified by a mix and match of various authentication front-end methods and back-end services

Policies can be enforced by deploying one or more enforcement methods

including our inline NAC Policy Enforcer for granular controls, or out-of-band options including 802.1X and DHCP 

Posture assessment is optional. A JAVA-based agent acts as an information collector to determine the software inventory.

Administrators can set policy across hundreds of vendors in multiple categories 

regarding endpoint compliance to programs installed, running, and update-to-date.

We are here to help you find a network access control solution that can help reduce your network vulnerabilities

without increasing ongoing costs and network complexity, by understanding your organization priorities and requirements.

TippingPoint believes in the IPS-secured network to offer 360 degrees of protection

I hope this tutorial has been informative in providing a methodology for making choices regarding network access control solutions 

and that you will consider evaluating a network access control solution to automate your network protection. 

Thank you for your time.

